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Report

Read the report here.

https://www.zyen.com/media/documents/Information_Rules_2018.10.30__v1.5_for_online_use_vzymmjq.pdf


♦ Special – City of London’s leading commercial think-tank

♦ Services – projects, strategy, expertise on demand, coaching, research, 

analytics, modern systems

♦ Sectors – technology, finance, voluntary, professional services, outsourcing

Z/Yen Group

➢ Independent Publisher Book Awards Finance, 

Investment & Economics Gold Prize 2012 for The 

Price of Fish

➢ British Computer Society IT Director of the Year

2004 for PropheZy and VizZy

➢ DTI Smart Award 2003 for PropheZy

➢ Sunday Times Book of the Week, Clean Business 

Cuisine

➢ £1.9M Foresight Challenge Award for Financial 

£aboratory visualising financial risk 1997



Distributed Futures Programme

We work in partnership with many 
stakeholders to learn together and build the 
vital infrastructure needed to make Smart 
Ledgers a success.

Our research is structured around four themes:
♦ Societal
♦ Technological
♦ Economic
♦ Political

Directed at four outcomes:
♦ Expanding frontiers
♦ Changing systems
♦ Delivering services
♦ Building communities
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♦ ledger – a record of transactions

♦ distributed – divided among several or many, in multiple 
locations

♦ mutual – shared in common, or owned by a community

♦ mutual distributed ledger (MDL) - a  record of transactions 
shared in common and stored in multiple locations

♦ mutual distributed ledger technology – a technology that 
provides an immutable record of transactions shared in common 
and stored in multiple locations

♦ blockchain - “a transaction database shared by all nodes 
participating in a system based on the Bitcoin protocol”

♦ smart ledger – MDL with embedded, executable code

Terminology Evolving



Smart Ledgers Hold Immense Promise
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Report Walkthrough 

Information Rules: Smart 

Ledgers & Permissions

Maury Shenk
Maury Shenk, Managing 

Director, Lily Innovation



Why We Need a Permissions Framework

♦ Permission (or not) to use digital / 
online resources is at the core of 
our information economy

♦ But there are major holes in existing 
frameworks

➢ No widely-accepted standards

➢Major cybersecurity issues as 
more devices come online (e.g. 
IoT)

➢ Difficulty of implementing 
concepts of “may” and “should” 
(or not) on Boolean devices

♦ Need to move beyond access 
control



Three Market Layers



Examples of Market Layers

♦ Physical layer: actual exchange

♦ Virtual layer: communications 
about exchange

♦ Information layer: metadata about 
exchange



Choosing a Permissions Framework

♦ Criteria

➢ Precision – ability to accurately convey permissions

➢ Breadth – ability to convey any permission

➢ Applicability – comprehensibility and practicality for real-world 
markets

♦ Candidates

➢ Access control

❑Standard for computer systems

❑Comes in many flavors – e.g. access control list, role-based, 
attribute-based

➢ Differential privacy – conveying information while avoiding 
disclosure of personal information

➢ Deontic logic – formal logic of “may” and “ought”



Deontic Logic in Practice (for Identity)

What a Human Hears High-Level Proposition Propositional Variables Deontic Proposition

You are an authorised user 
of this computer system

Person X may access resource 
R 

ARX = X accesses 
resource R

𝑃(𝐴𝑅𝑋)

If you are in the finance 
department, you may access 
the accounting system

If person X belongs to group G, 
she may access resource R

ARX = X accesses 
resource R

G = group G

𝐼𝑓 𝑋 ∈ 𝐺 → 𝑃(𝐴𝑅𝑋)

Would Mr. Jones please go 
to the ticketing desk

If recipient of message is 
person X, she should take 
action A 

U = recipient of message
AX = X takes action A

𝐼𝑓 𝑈 = 𝑋 → 𝑂(𝐴𝑈)
𝐼𝑓 𝑈 = 𝑋 → 𝑂(𝐴𝑋)

Sorry, no admittance for 
under 18s

If person X is under age K, she 
may not access resource R

KX = age of X
ARX = X accesses 

resource R

𝐼𝑓 𝐾𝑋 < 18
→ ¬𝑃(𝐴𝑅𝑋)

No ID, no entry If person X cannot prove she is 
over age K, she may not access 
resource R

KX = age of X
IDX = identification 

documents in X’s 
possession

ARX = X accesses 
resource R

𝐼𝑓 (𝐾𝑋 > 18)¬⊢ 𝐼𝐷𝑋
→ ¬𝑃(𝐴𝑅𝑋)



Structure Of A New Permission Architecture

Privacy
Consumer 
Financial

Securities 
Trading

Travel
Government 

Services
E-Commerce …

Logical Access Control Physical Access Control

Domain-Specific Permission Libraries

Deontic Logic API

Deontic Logic Translation Engine

Smart Ledgers – Internet of Record

TCP/IP – Internet of Communications

Underlying Computing Operating System (e.g., Linux, iOS, MacOS, Windows)



Why and How Smart Ledgers?

♦ Advantages over centralised solutions

➢ Inherently distributed

➢ Open architectures are common / understood

♦ Technical challenges

➢ Functions to manage technical complexity – requires an 
advanced, “third generation” architecture

➢ Implementing deontic logic on a Boolean computer

♦ Legal challenges

➢ Differ by jurisdiction (e.g. Europe, US, China, India)

➢ Tensions between GDPR and Smart Ledgers (e.g. erasure, 
repeated processing) are surmountable
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Thank you!

When Would We Know Our Commerce Is Working?

“Get a big picture grip on the details.”

Chao Kli Ning


