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stributed Futures Programme

DISTRIBUTED
FUTURES

We work in partnership with many
stakeholders to learn together and build the
vital infrastructure needed to make Smart
Ledgers a success.

Our research is structured around four themes:
¢ Societal
Technological

¢
¢ Economic
¢ Political

Directed at four outcomes:
¢ Expanding frontiers

¢ Changing systems

¢ Delivering services

¢ Building communities
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Terminology Evolving

ledger — a record of transactions

distributed — divided among several or many, in multiple
locations

mutual — shared in common, or owned by a community

mutual distributed ledger (MDL) - a record of transactions
shared in common and stored in multiple locations

mutual distributed ledger technology — a technology that
provides an immutable record of transactions shared in common
and stored in multiple locations

blockchain - “a transaction database shared by all nodes
participating in a system based on the Bitcoin protocol”

smart ledger — MDL with embedded, executable code
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Smart Ledgers Hold Immense Promise

Financial Instruments,
Records, Models

Currencies

Derivatives

Public Records

Land &
Property
Titles

Vehicle
Registries

Private, Semi-
Private/Semi-Public

Contracts

Physical Keys, Intellectual
Property, Other Records

Home Key

Hotel Key

Commodities

Insurance
Policies

Shipping
Registries

Satellite
Registries

Signature

Office Key

Car Key

Trading
Records

Private and
Public
Equities

Business
License

Business
Ownership
Records

Deposit Box
Key

Mail Box Key

Certificates
of Deposit

Bonds

Incorporation
/ Dissolution
Records

Regulatory
Records

Other
Classifiable
Data

High School /
University
Degrees

Internet Of
Things

Copyrights &
Patents

Voting Rights
(Financial
Services)

Credit Data

Criminal
Records

Passport

Professional
Qualifications

Certifications

Licenses

Digital Rights
Management

Collateral
Management

Client Monies
Segregation

Birth / Death
Certificates

Voting ID

Human
Resources
Records

Medical
Records

Proof Of
Authenticity
/ Authorship

Mortgage /
Loan Records

Crowd-
Funding

Health &
Safety
Inspections

Tax Returns

Accounting
Records

Business
Transaction
Records

Cultural
Events

Historical
Events

P2P Lending

Microfinance

Building &
Other Types
Of Permits

Court
Records

Locational Data

Genome &
DNA

Documenta-
ries

Big Data

Account
Portability

Airmiles /
Corporate
Tokens

Government
/ Listed
Companies

Accounts &
Annual
Reports

Arbitration

Genealogy
Trees

SIM Cards

Archives




Presentation

Cyber-Catastrophe Insurance-
Linked Securities On Smart Ledgers

Sam Carter
Author




Summary

P8 colion
/ Catastrophe Bonds

Cyber Risk

4
T
Gl

X T










Passing On the Risk

Insurer . Insurer

Re-Insurer




Insurance-Linked Securities

¢ Transfer of insurance risk to the capital markets.

¢ Usually linked to natural disasters.

Spread Invested amt

REINSURER INVESTORS

Invested amt y Invested amt

Invested amt

TRUST
AGREEMENT




Insurance-Linked Securities

Catastrophe bonds & ILS risk capital outstanding by coupon
pricing
12.01%+
10.01% - 12%

8.01% - 10%

6.01% - 8%

2.01% - 4%

4.01% - 6%




Insurance-Linked Securities

¢ Triggering and Parametrisation

¢ Non-Natural-Catastrophe ILS’s

¢ Pandemic Emergency Financing

¢ Pool Re’s Terror-Linked ILS




o Cyber Coverage

% of Products Offering this Cover
92%
81%
81%

Cyber extortion
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62%
46%
42%
33%
27%
23%
23%
23%
19%
15%
12%
13%
8%

4%

(Cambridge Centre for Risk Studies, 2014)




Business Interruption

¢ DoS and DDoS

¢ Cloud Outage

¢ Power Outage

¢ Hardware




A Technical Solution

Domain 1 Domain 2 Domain 3

Poll Domains &
Calculate Index

|

Index Receiver 1 Index Receiver 2 Index Receiver 3

( Publish Index ) C Publish Index ) C Publish Index )




Smart Ledgers

¢ The mechanism must be:
¢ Public
¢ Trustworthy

¢ Robust

¢ Smart Ledgers:
¢ Have a super audit trial
¢ Are unalterable

¢ Use a distributed architecture
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Cyber Catastrophe Insurance Linked Securities - Pilot

Architecture Demo Live Index

B A St Wy

T T T T T T T T i
Wed 21 12FM Movember 12PM I it 03 MNov 04 12FM Man 05 12PM Tue 06 12PM

WWWWWW%WWW

T 1 I 1
Mon 20 Wed 31 Movernber Sat 03




Domains:

Poller:

Receivers:

Banks /

Reinsurers:

Triggers:

Architecture

Cyber Catastrophe Insurance Linked Securities - Pilot

Architecture Demo Live Index
START




Polling

Cyber Catastrophe Insurance Linked Securities - Pilot

Architecture Demo Live Index

Domains:

Polling Domain
Polling Domain
Polling Domain
Polling Domain
Poller: Polling Domain
Polling Domain
Polling Domain
Polling Domain
Polling Domain

Domain : Ok Domain
Domain Domain
Domain Domain
Domain Domain
. Domain Domain
Receivers: Domain - Domain
Domain : O Domain
Domain : Domain
Domain : Ok Domain

Banks /
Reinsurers:

Triggers:
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Cyber Catastrophe Insurance Linked Securities - Pilot

Architecture Demo Live Index

Paoller:

= G o

Domain 1 (T17): OK Domain ): OK Domain 1 (T17):
Domain 2 (T17) Domain ): failed Domain 2 (T17):
Domain 3 {T17) Domain 3 4 Domain 3 (T17):
Domain 4 (T17): failed Domain )z faile Domain 4 (T17):
Domain 5 (T17): failed Domain 3 o & Domain 5 (T17):
Domain & (T17) Domain 4 4 Domain & (T17):
Domain 7 (T17) & Domain ) & Domain 7 (T17):
Domain 8 (T17) Domain 4 Domain 8 (T17)
Domain @ (T17) Domain T 0K Domain 9 (T17):

Receivers:

Checking trigger: Checking trigger: Reguest TS5 subindex (2,4,6,8):
oK oK. Ho index available
Banks / Request T2 delayed index: Reguest T3 index: Request T11 subindex {2,4,5,8):
Reinsurers: Index = 1 No index available Index = 8.5
- Checking trigger: Reguest T11 index: Checking trigger:
oK Mo index available Cyber Catastrophe!

Triggers:
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