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Today’s Agenda

• 16:00 – 16:05 Chairman’s Introduction

• 16:05 – 16:25 Keynote Address - Phil Rolfe, Chief Executive Officer, P2 FinCrime

• 16:25 – 16:45 Questions & Answers
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Today’s Speaker

Phil Rolfe

Chief Executive Officer

P2 FinCrime
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FS Club

What keeps financial crime professionals awake at night?

Hosted by Michael Mainelli and Phil Rolfe 

Tuesday 16th March



What keeps financial crime 
professionals awake at night? 

▪ Personal concerns

▪ Corporate challenges

▪ Scam Wars

▪ What is on the horizon

▪ ‘No regrets’ actions



Reason one: personal concerns

• Maslow’s ‘Hierarchy of Needs puts personal security in the second block 

after food, water, shelter, sleep etc

• Protecting ourselves and our families is often at the forefront of our mind

• Partners, friends, parents, kids, brothers, sisters, aunts and uncles to 

name but a few are all exposed to criminal risk

• How do we share our knowledge and insights without overwhelming them 

and causing fear and anxiety?

• Students are targeted as Money Mules and lured into toxic and frightening 

situations where they feel there is nowhere to turn

• It will be the student who loses account access and ends up with a fraud 

marker next to their name on CIFAS

• The criminal has multiple people in their net and just moves on

• Fake job ads are despicable and target those who want to work and are 

willing to hope they are lucky enough to find a job – that turns out to be a 

money laundering scheme

• Fake property ads are another angle, with fast paced market it is easy to 

trick people into handing over money to secure a flat before anyone else 

gets in



Poll #1

Have you received a scam attempt?

- Yes - by text

- Yes - by email

- Yes - by phone

- Yes - to all three above

- No



Statistics on cloned investment fraud: 

• Action Fraud received over 17,000 reports of investment fraud between 

September 2019 and September 2020, totalling £657.4m, an uplift of 28% 

compared to the year before.

• Over 90% of fraud Aviva has witnessed during the pandemic has been 

cloned investment fraud. 

• The Financial Conduct Authority (FCA) reports that throughout 2020, 

consumers lost just over £45k each on average when investing with 

fraudsters imitating genuine investment firms.

• My view for what it is worth

• Do share headlines

• Do encourage onward cascade

• Use pictures / animations if you find them

• Your share might be the one that makes a difference

Reason one: personal concerns/cont



Reason two: corporate challenges

• Have we identified the key financial crime risks relevant to 

our business?

• Do we understand the drivers of risk ?

• Have we been clear on our risk appetite?

• Have we been clear where we are risks are within and 

outside risk appetite?

• Do we have mitigating actions in place where necessary ?

• Do we have investment plans in place to manage risks 

that are outside appetite ?

• Do all stakeholders understand the role they need to play 

in managing financial crime risk ?



Reason three: scam wars

• How do we protect our customers from the new waves of 

financial crime?

• How do we make sophisticated detection tools easy to use and 

transparent?

• What is the banks’ / building societies’/ wealth managers’ role in 

protecting customers?

• How many hurdles can be put in place to support customers 

without making it hard to do business?

• What is the bank responsible for vs the customer when a fraud 

takes place

• There have been signs of progress here as in late Feb, Google 

wrote to the FCA to update them on progress being made to 

tackle scam Google Ads – link to letter below:

• https://www.fca.org.uk/publication/correspondence/google-letter-

fca-february-2021.pdf

https://www.fca.org.uk/publication/correspondence/google-letter-fca-february-2021.pdf


Reason three: scam wars cont…

• Is this really a serious issue?

• Aviva thinks so and has a dedicated fraud site which is 

a linked directory off their Home Page

•avivagroupplc.com
•aviva-groupplc.com
•avivagroup-uk.com
•avivaholdings.com
•aviva-inv.com
•aviva-investors.group
•avivainvestorsplc.com
•avivainvestorholding.co.uk
•avivainvestorholding.com
•avivainvestorholdings.co.uk
•avivainvestorholdings.com
•avivainvestors-act.com
•avivainvestors-cmp.com
•avivainvestors-en.com
•avivainvestors-enq.com
•avivainvestors-uk.com
•avivainvestorsholding.co.uk
•avivainvestorsholdings.co.uk
•avivainvestorsholdings.com
•avivaisuk.com
•aviva-isuk.com
aviva-lifeandpensions.com
•avivalifeandpensions.co.uk
•aviva-lifeandpensionsuk.com
•avivalifeandpensions-uk.com
•avivalifeandpensions-ukltd.com
•avivalifeandpensionsukltd.com
•aviva-lifeandpensionsukltd.com
•avivafixedincome.com
•avivafixedinvestments.com
•avivafixedmanagement.com
•aviva-fxtrading.com
•aviva-arb.com

•investment-products.in
•invitation.avivagroupplc.com
•invitation.aviva-groupplc.com
•invitation.avivamanagement.com
•myaviva-onboarding.com
•myaviva-onboard-screening.com
•myavivapolicy.com
•myavivaregistration.com
•myaviva-screening.com
•myaviva-uk-onboarding.com
•myinvestmentportal.aviva-onlineuk.com
•myinvestor-portal.com
•offer.bondsaccount.com
•openmyaviva.com
•openmyavivapolicy.com
•private-av.com
•retail-av.com
•secure.avivagroupplc.com
•secure.aviva-groupplc.com
•secure.avivamanagement.com
•tescobondregister.com
•thebestbondrates.com
•uk-firm-aviva-bonds.best
•webportal-av.com
•edfinvestors.com
•avivabondoffering.com
•avivabondselect.com
•avivabondsplc.com
•avivaclientaccess.com
•aviva.co.uk.investment-products.in
•aviva.co.uk.investment-products.in/bond-
offer
•avivafixedcapital.com
•aviva-am.com

•avivalifepensions.com
•avivalifepensions.co.uk
•avivalifepensionsltd.co.uk
•avivaltd.com
•avivamanagement.com
•aviva.myinvestment-portal.com
•aviva.myinvestmentportal.co.uk
•avivaonlineservices.com
avivaonlineuk.com
•aviva-onlineuk.com
•avivaportfolioservices.com
•avivapremiumbond.com
•avivaprotectedbonds.com
•avivaukdigital.com
•avivauk-digital.com
•avivaukdigital.co.uk
•aviva-uk-onboarding.com
•avivaukplc.com
•aviva-wealthmanagement.co.uk
•avivawm-online.com
•aviva-wm.com
•aviva-wm-online.com
•avivawm-online-account.com
•create-new.cc
•currentbonds.com
•document-av.com
•documents-av.com
general-tradings.com
•global-avivafundslimited.com
•globalavivainvestors.com
•gtr.holdings
•highyieldinvestmentbond.net
•avivabondclient.com
•avivabondoffer.com

This is the list of Fake / Scam websites currently listed on the Aviva Fraud hub



Poll #2

Has your bank / investment manager made you aware of potential 

spoof / fake web sites that you might fall victim to?

- Yes

- No

- I don’t know



Reason four: what’s on the horizon

• How do we improve our organisation’s awareness of global issues and 

reflect them in our policies / procedures and operations

• Improving platforms so they can detect issues that are moving higher up 

the corporate agenda

• Human rights / modern slavery

• Wildlife exploitation

• Green Issues (investments / affiliations)

• Geopolitical issues are now more complex and the detection instruments 

are less blunt and more refined

• Global vs Regional vs Country views are pulling back from one global size 

fits all, to a more tailored country-centric approach

• Cloudy outlook – whilst the move to cloud has delivered cost savings and 

operational resilience, there is an emerging concern that US based cloud 

operators may lead to data privacy issues and some companies/countries 

are pushing back on cloud as the way forward



Reason four: what’s on the horizon 
cont…

• Detecting Modern Slavery in Supply Chains

Extract from www.gov.uk/government/collections/modern-slavery

Certain commercial organisations must publish an annual statement setting out the 

steps they need to take to prevent modern slavery in their business and supply chains. 

This is a requirement under Section 54 (Transparency in Supply Chains) of the 

Modern Slavery Act 2015.

News on gov.uk - 22nd September 2020

The government is introducing powerful new measures to strengthen the landmark 

Modern Slavery Act 2015 and ensure that large businesses and public bodies tackle 

modern slavery risks in supply chains.

In a world first, public bodies which have a budget of £36 million or more, including 

local authorities in England and Wales, will be required to regularly report on the steps 

they have taken to prevent modern slavery in their supply chains.

News reported 20 Jan 2021

Speaking in Parliament last week, Raab confirmed the UK government's intentions to 

"introduce fines for businesses that do not comply with their transparency obligations".

Raab said the level of potential fines will be outlined in legislation. He said UK Home 

Secretary Priti Patel would introduce the new laws "as soon as parliamentary time 

allows".

'Modern slavery' is an umbrella term, which includes the offences of human trafficking, 

slavery, servitude and forced or compulsory labour, including sexual or criminal 

exploitation.

http://www.gov.uk/government/collections/modern-slavery
https://www.gov.uk/government/speeches/foreign-secretary-on-the-situation-in-xinjiang-and-the-governments-response


Reason five: ‘no regrets’ actions

What can you do in your business world that will lay foundations for future 

change ?

• Data Data Data

• Get it all in one place

• Clean it up

• Define Key Data Elements (KDE’s)

• Fill in gaps in KDE’s

• Look for error patterns and fix (01.01.01)

• Fix as new data stacks are added (ETL)

• Ensure new data (clients / customers) are added with good key data 

attributes (stop the bleed)

• Add agile tools and make them work for their fees

• Copy the big guys but do not fall into the Big-Name Big-Box traps – seek 

Agile/Flexible partners and run POCs (which might fail)





Questions And Answers
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Thank You For Listening

Forthcoming Events

• Tue-Thu, 23-25 Mar (08:00-18:00) British Isles Employee Share Ownership Symposium 2021

• Fri, 26 Mar (15:00-15:45) Did The Market Move For You? Artificial Intelligence & Financial And 

Commodity Trading

• Mon, 29 Mar (10:00-10:45) The Time Is Now – The Financial Impact Of The Energy Transition

Visit https://fsclub.zyen.com/events/forthcoming-events/
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